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(Information security awareness, education and training)
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employment)
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NN & NITUINISIANTTAUNING (Asset Management)
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nINAMUSURRYURDAUNIWE (Responsibility for Assets)
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Colo N5UENSAUWA (Labeling of information)
®) FWAlIISN1TIAT wazdnnisthededunsng

Cb.a N153aN5auNING (Handling of assets)
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0) mndesvuiedevuiinteyaszdeslesiunmadrdelaglildsuaugy s wu msdonngua
msUantin nsidsvia WWusiu

0



o v =
nuIAR & NM5AUANNTTIENDS (Access Control)

d.o m'mﬁmmsmasqsﬁaﬁm%’un'l'smUQstsﬁl'ﬂﬁa (Business requirements of
access control)
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o MIVIMNIIANTINSIED9VRE1EU (User access management)
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¢ MsUuimsiamsdayarududmiunisiigalianuvesdldeu (Management of

privileged access right)
0) msdwsudeyanisigaimdututeyadu duludednszuunstesiunaznisunia
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e JunuUURdmTuNIThandutissuuniiauiiuaslaandie (Secure log-on
procedures)
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&a.a N5kalUsunsuassauselawi (Use of privileged utility programs)
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wuandl b nsidsiadaya (Cryptography)

v.e dwsnsdsviadeaya (Cryptographic controls)
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v.e.0 Ulgwemsldunasnisidisiadaya (Policy on the use of cryptographic controls)
o) fimspmuAusateyamudennas uarseidouiineides
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NUIN o AMULUAIUABAABNIINIBATNLAZENTNULINABY (Physical and

environmental Security)

v
14

= o & os
o.e NUNN 29NTNITINVIRMUNUAIUADANY (Secure areas)
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room and facilities)
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0.0.€ m’a‘ﬂmﬁ'wiaﬁ'ﬂqnmumnmﬂuanuazamwmaé’au (Protecting against external end
environmental threats)
o) feuliatestunnmaiiaievesssumivieauiiotvesiinty

et mauftReuluiuiiidesnisnisinsauiursUaende (Working in secure areas)
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olla.el
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allo.t

puiiuasUaandgvasgunsaluazdunindildauegnieuandrinau (Security of
equipment and assets off- premises)
o) Aunindildsmegneuendninnusosdinisinumanulunsasatunuainudes

Ausiuaslasadgdmiunsindavisategunsel vienisiiaunsallulduuededy
(Secure disposal or re-use of equipment)
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e JupsumsuuRvuuasitiauiuiavay (Operational Procedures and

Responsibilities)
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a Msdrsasdaya (Backup)
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cme ulsuvienmsdrseuazifudaya (Information backup and recovery policy)
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e mstuiindayadanuaznsifliszds (Logging and Monitoring)
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operator logs)
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=& MsAruAuNsAnnsgandwlsuuszuuliuIng (Control of operational
software)
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systems)
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nahl « Aulursdasafedmiuntsieansteua (Communications security)
®o  MIVINTAIANITAMULUAIUADANBYDUATEYE (Network Security
Management)
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security in supplier relationship)
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Security Incident Management)
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(Information security aspects of business continuity management)
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